
  

Lou Baxter - 

Head of the NTS 

Scams Team 

Dear Scam Marshals, 

Merry Christmas to all our Scam Marshals. We wish you a safe and peaceful festive 
season. 

I just wanted to send you a quick message to tell you how much we (at the NTS 
Scams Team) appreciate your dedication to helping us fight scams. Without you, we 
wouldn’t have the quick-time intelligence we need to tackle the criminals targeting 
people all over the UK. This year has been particularly strange with the pandemic, 
but we are still receiving your scam mail, which has allowed us to continue to have a 
massive impact on the criminal behaviour and identify thousands more victims. We 
could not have such an impact without you. 

So please keep sending us your mail, encourage your friends to become Scam 
Marshals, Friends Against Scams or SCAMchampions. We all have our part to play 
in taking away the shame of being scammed and taking a stand against scams. We 
wish you the best Christmas you can have in the current climate. 

Louise Baxter MBE (Head of National Trading Standards Scams Team) 

  

  

  

 

More and more people are moving over to online and phone banking due to the 

current pandemic. Criminals have become wise to this and are sending out 

thousands of scam text messages every month to extract important personal 

information designed to access their potential victim’s finances. 

  

To spot these fraudulent text messages, take a good look at them. Most are 

designed to instil a sense of panic (‘request was created from an unrecognised 

device’). After the sense of panic, the text message gives you way to solve the 

problem (‘Cancel this request via:’). The solution will lead you to a fake website, 

which looks a lot like your bank’s website, and instruct you to enter your details. 

Once this is done, they can now access your bank account. 

  

You can report these text messages to your network provider by forwarding them to 

7726. If you think you have been scammed, contact your bank immediately and 

report to Action Fraud on 0300 123 2040. 
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Be wary of text messages claiming to be from your bank 

  

 

A Christmas thank you 
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We (The National Trading Standards Scams Team) have received thousands of scam 

and nuisance mailings from Scam Marshals this year. These are diligently logged and 

investigated. We work with key partners and enforcement agencies to help put a stop to 

these unwanted solicitations. 

Since 2016, the team have helped to stop over 10,000,000 letters coming through UK 

consumers letterboxes saving over £80,000,000 of losses. But we want to, and can do, 

more! 

Throughout December, we are opening the freepost mailbox to everyone in the 

UK, not just our wonderful Scam Marshals.  We need your help in getting this 

information out there. We are encouraging people to have a chat with their loved ones 

about scams and ask them to send in any unwanted scam and nuisance letters into the 

investigators free of charge! 

From 3 December 2020, you will be able to access several resources on the Friends 

Against Scams Website at www.FriendsAgainstScams.org.uk/scamnestyresources. 

Our social media pack can be used by anyone and it directs people to the main 

Scamnesty page at: 

www.FriendsAgainstScams.org.uk/Scamnesty 

They don’t need a mailbag, they can just send in their unwanted mail to NTSST, 

FREEPOST, MAIL MARSHALS to help combat these crimes. If you would like more 

information on this, please email the team at FriendsAgainstScams@surreycc.gov.uk 

  

  

  

 
Criminals can be articulate and financially knowledgeable, with credible websites, 

testimonials and materials that are hard to distinguish from the real thing. They design 

attractive offers to persuade you to transfer your pension pot to them or to release funds 

from it. It is then invested in unusual and high-risk investments like overseas property, 

renewable energy bonds, forestry, storage units, or simply stolen outright.  

If you suspect a scam, report it. 

• Report to Financial Conduct Authority (FCA) at www.fca.org.uk or by calling 

0800 111 6768 

• Report to Action Fraud at www.actionfraud.police.uk or by calling 0300 123 2040 

• If you’re in the middle of a transfer, contact your provider immediately the get in 

touch with the Pensions Advisory Service at 

www.thepensionadvisoryservice.org.uk 

  

 

Scamnesty 2020 

  

 

Pension Scams 

  

 

For more information on the 

team and our initiatives, 

please visit our website.  

If you would like to withdraw 

from the Scam Marshal 

scheme, please write to the 

address at the bottom of 

each page. 
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